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SDD Master Awarded
NSA Approval

1. What is degaussing?

2. What does NSA Approval mean?

3. What makes the SDD Master better than
other degaussers?

4. Do I need an NSA Approved degausser?

1. What is degaussing?

Degaussing is the removal of a magnetic field of a disk or
drive, using a ckevice called a degausser that has been
designed for the media being erased. Applied to magnetic
media, degaussing may purge an entire media element

quickly and effectively.
2. What does NSA Approval Mean?

NSA stands for National Security Agency. The NSA is an
agency of the US government which is responsible for
protecting U.S. government communications and
information systems. The NSA creates the standards for
communications and information systems that all US
government agencies must comply with. Many of these
standards are now recognized and adhered to by

organizations and agencies throughout the world.

The NSA publishes guidance on the sanitization
(erasure), declassification, and release of storage devices
for disposal or recycling in the “NSA CSS Policy Manual 9-
12, NSA/CSS Storage Device Declassification Policy
Manual”, dated 13 Mar 2006. In brief, the NSA no longer
approves overwriting procedures for the sanitization or
downgrading (e.g. release to lower level classified
information controls) of storage devices (e.g., hard

drives) used for classified processing.

The NSA dictates that magnetic tape storage and
hard drives are sanitized using an NSA evaluated

degausser.

The NSA publish the EPL-Degausser (Evaluated Products
List — Degausser) which specifies the current degaussers
that have been evaluated against and found to satisfy the
requirements for erasure of magnetic storage devices

that retain sensitive or classified data.

A production unit of each model of degausser was
evaluated against NSA/CSS requirements for erasure of
sensitive or classified magnetic storage devices. This
demonstrates that the evaluated degausser has met the
applicable NSA/CSS performance requirements. The
process involved to get a degausser certified by the NSA
is lengthy and challenging, and equipment is only

approved if it meets stringent operational requirements.

Magnetic storage devices are defined by their magnetic
coercivity in units of Oe (Oersteds). Degaussers listed in
the NSA Evaluated Products List are defined by the
coercivity of the magnetic storage devices that can be

erased.
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Degaussers capable of erasing disk storage devices are
broken into two categories: Longitudinal (L) and
Perpendicular (P). Longitudinal disk storage devices
have previously been the norm, but since 2006
perpendicular disk storage devices have been available.
Longitudinal and perpendicular disk storage devices will
be marketed side by side for a few more years and
then perpendicular disk storage devices will be the
norm. Due to the different magnetic fields required to
erase each technology, degaussers available on the
market today are capable of either erasing just
longitudinal disk storage devices or both longitudinal

and perpendicular disk storage devices.

3. What makes the SDD Master better than

other degaussers?

Degausser manufactures will often use the strength of
the magnetic field to promote their degausser, in
theory the higher the magnetic field, the better the
erasure. But this not always the case. The magnetic
field stated is often the maximum produced, which is
not necessarily the field that the magnetic media is
subjected to. A maximum 14,000 magnetic may only

be subjecting the media a field as low as 7000 gauss!

The SDD-Master delivers a minimum magnetic field of
17,750 three times to the media throughout the
automatic operation. This ensures that the SDD Master
remains unrivalled by any other degausser on the

market.

4. Do I need an NSA Approved Degausser?

An NSA degausser is an ideal solution for industries
which have a requirement for erasing and destroying
data that is of paramount importance whether it be

stored on 2.5” or 3.5” hard disk drives, removable disks

or backup tapes.

Many government agencies are required to manage
their data security to detailed government
specifications which would require them to buy an
approved degausser. Safe and secure data disposal is
critical within the military which is why the Department
of Defence (DOD) also adhere to the guidelines outlined
out in the NSA CSS Policy Manual 9-12, NSA/CSS
Storage Device Declassification Policy Manual for the

destruction of classified material.

In addition if an organization is involved in managing
highly sensitive or confidential information such as
financial, medical, education, personal and legal
information, they must be vigilant in how they deal with
the disposal of such information and the use of an

approved degausser would be highly recommended.
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Strict industry standards & government regulations are
in place that force organizations to mitigate the risk of
unauthorized exposure of confidential corporate &
government data. These regulations include HIPAA
(Health Insurance Portability and Accountability Act);
EACTA (The Fair and Accurate Credit Transactions Act
of 2003); GLB (Gramm-Leach Bliley); Sarbanes-

Oxley Act (SOx); and Payment Card Industry Data
Security Standards (PCI DSS).

Security of data is also a legal requirement under the
UK’s Data Protection Act 1998, ensuring the
complete removal of all data from redundant equipment
is essential to maintain the security and integrity of
data. In addition, many standards insist that the
process of data destruction is fully traceable. Using a

degausser to sanitize media provides a fully auditable

procedure.
Cycle Oe Rating Oe Rating NSA Approved | NSA Approved for
Model Degauss TyPel  rine+ |HDD (P & L) Tape for LMR PMR
SDD Master Triple Pulse |60 secs typ 5,000 2,800 yes yes

Further Information

National Security Agency

http://www.nsa.gov/

NSA Degausser Evaluated Products List

http://www.veritysystems.com/ assets/pdfs/EPLDe
gausser25June2010.pdf

* Dependant on power supply
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